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1  Ԋᴆ  

1.1  Ԋᴆ  

2017 5 12 ҉ ῤ ᴑҙῤ ₮ ᴰ

יּ ᴆ ’̆ ᴆᴪ ⱴ ̆ ט

ᴆȂ ῤҌ ̆ט ᴆ ᴪ ľ Ŀ̆

ᴑҙ Ҋ ᴆ Ṝ ҙⱵҬ Ȃ 

360ᴑҙ ῃ ∞ Ԋ̆ᴆ Ҍ № ≠ ҉ NSA

Ҭľ ӊ Ŀ ΐ ₯ יּ Ԋᴆ̆ ױ

ҹľ ӊ Ŀ ̂Ӟ ҹ WannaCrỹ ȂҌ №

ף ᴪ ₯ Windows ̆ ᴋᵥ ᵬ̆

҉ Ҍ̆ № Ⱶ Ҭ ῀ ף ⱴ יּ

Ȃ 

ԍץ╠ ῤ ≠ SMB Ⱶᴰ ̆ № Һ

҉ ԅ ῏ 445 ̆p ᴑҙῤ └ ғ

Ҁ̆ ׅץ ₯ ̆ ╠ Ȃ ╠

₃ҩ ̆ ⱬ ₮ Ȃ 

2017 5 18 ̆360 Ҭ ῏ ⌠ѿҩ ᵌ ≠ NSA

₯ ΐ № ף ̆ ῒ ԅ№ Ȃ№ ̔ 

http://b.360.cn/assets/doc/uiwix_report.docx  

360 Ҭ ℗῏ ̆ ᴪ Ȃ 

1.2   

 ľ ӊ Ŀּי Windows ᵬ ̆ ≠ ԅWindows

ѿҩ פ ̆ ᵬ W̔indows 2000ȁWindows 

XPȁWindows VistaȁWindows7ȁWindows8ȁWindows8.1ȁWindows10̕ Ⱶ

ᵬ W̔indows Server 2000ȁWindows Server 2003ȁWindows Server 2008ȁ
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Windows Server 2012ȁWindows Server 2016 Ȃ 

3 ᴍ ԅ Windows 7 ҉ץ ᵬ ῏

ῃ Ҁ MS17-010̆ ᵖ ԍ ̆

⌠ Ḡ Ȃ ̆ ԍWindows XPȁ2003 ᵬ ̆

ҌῬ ᶫ ῃ ̆ ῤ ȁ ⱵⱲῈ ȁҙⱵ ׅ

ᶏ Windows XP 2003 ̆ Ӟ Ȃ 

1.3  ╠  

יּ ᴆ ΐ ⱴ יּ ⱳ ῤ ᴰ ⱬ̆ ԍ יּ

ᴆ ̆ Ȃ ҽ ῀᷅ΐ ῏ Windows

Ҭ ᴋᵥѿ ̆ ╠ ⌠ IP 75000ҩȂ

̆ ᴆ ⱴ ̆ ᴇṿט 300 ᾝ ̆

Ҍ ט ᴪ ̆ Ҥ Ȃ 

׆ 2017 5 12 ֽֽ̆₃ҩ ̆ יּ ᴆ ₯ԅ ҩ

̆Ҭ ȁ ȁ ȁ ȁ ȁ ῒȁ ȁ ≠ȁ ȁḇ

Ӌᾥῌ ҉ ᴑҙ Ὲ῍ ̆ 1600 ̆11200

ḇ ⌠ԅ ₯Ȃ 360 Ҭ ῃ̆ 10҆ Ҭ ̆

ῤ 28388ҩ ̆ ԅ ῤ₃Ӎ ̆ Ҭ̆

ȁ ȁ қȁ ȁ҉ ȁ қȁ ֤ ╠ῇᵝȂ ₯

ȁ ȁ ꜛ ȁ ȁⱴ ȁ ȁ ⱲԊ

ҩ Ҍֽ̆ ᴇṿ ̆ ғ Ὲ῍ Ⱶ ᵬȂ

╠ ₯Ԋ ׅ ̆ Ҍ ҬȂ ₯

ῤ ᴍ№ Ҋ: 
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יּ ῤ ῃҙҒ ҹ Ҭ ╠

₯ӊѿ̆ ₯Ԋᴆ Ҥ ̆ ᴑҙῤ ȁ

ȁ ҳ ȂҊל 360 Ҭ ῃ

ῤ ̔ 
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2   

2.1   

 ̧ ᵝ 

ᶏ ̂OpenVAS̃ ҙ ΐ ῤ ̆ 445 SMB

Ⱶ Ⱶ ̆ ԍWin7 ҉ץ

ԅ MS17-010 Ҁ̆ ↕ ̕Win7 Ҋץ Windows 

XP/2003 KB4012598 Ҁ̆↕Ӟ Ȃ 

 ̧  

ᴪ Ҋ ט ̔ 

 

360ᴑҙ ῃ ⱴ ῏ ̆ ꜚ

̕ MS17-010 ₯̆ ↕

⌠ Ȃ 
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2.2   

ԍWin7 ҉ץ ᵬ ̆ ╠ ҀMS17-010ḱ ԅľ

ӊ Ŀ ₯ ̆ ҀȂ 

ԍWindows XPȁ2003 ⅞ ҌῬ ᶫ ῃ ̆

₯Ԋᴆ̆ ≢ ᶫԅ Ҁ̆ ⌠ Ҋ Ҋ ̔ 

http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598 

ԍ ₯ ῃ ̆ ῏ ᶏ Server Ⱶ̆

ᵬ   Ȃ 

2.3   

 ̧  

╠≠ ₯ᴰ ̆360ᴑҙ ῃ

҉ 445 ̆ ҉ IPS 360 ѿ

ף ӊ ̆ ↕⌠

₯ ̆Ӟ ץ ҉ ҳ DNS ̆ ⌠ ῤ

ԅMS17-010 Ҁ ῏ ԅ Server ⱵȂ 

 ̧  

῏ Server ⱵȂ 

 

Server Ⱶ̆ץWin7 ҹᶛ̆ῒז ᵌ̔ 

  ̆  └ ̆  ΐ̆ ₯ Ⱶ 

₮ Ҭ  Server ̆ Ҋ ̆  ҹ ꜚ ↕̆ ╠ Server

Ⱶҹ ꜚ ̆ ⱴץ῏ Ȃ 
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҉ Server Ⱶҹ ╠ ̆ ₯ Server ̆  ̆

₮ Ҭ ₯ Ả ̂T̃ ῏ץ̆  Ⱶ̆  ꜚ  Ҋ Ҭ

  ̆ ₯ Ҋ  ̂Ã ̆ ḱ Ȃ ’ Ҋ ̔ 

 

ץ Ҍ Ҋ̆  ↓ҹ ̆ ꜚ  ↓ҹ 

̔ 



                       

 9  ῍ 15  

 

ץ Ḡ Ȃ 

 ̧  

ԍ יּ ̆ ᾧῒ ѿ ₯ῒז

ῤ Ȃ 

360Ὲ 14 ‼ ΐ ̆ ѿ ⱴ ̆

῏ ₮ ᴆ̆ ԅ 360ľּי ᴆ ΐ 2.0Ŀ̆

3̆60ľּי ᴆ ΐ 2.0Ŀ ⱳ ᾢԍῒז ֟

̆ ΐҊ ̔ 

http://dl.360safe.com/recovery/RansomRecovery.exe 

360ľּי ᴆ ΐ 2.0Ŀ ̔ 

ѿ̔ ’Ҋᶏ Ғ ΐ Ȃ 

Ғ ΐҊ ̔http://b.360.cn/other/onionwormkiller 

http://b.360.cn/other/onionwormkiller


                       

 10  ῍ 15  

 

ԋ̔ ᶏ יּ ḱ ΐ ῏ ḱ Ȃ 

יּ ḱ ΐҊ ̔http://b.360.cn/other/onionwormfix 

 

҈̔ ḱ ᶏ יּ ᴆ ΐ 2.0 ᴆ Ȃ 

http://b.360.cn/other/onionwormfix
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ΐҊ ̔http://dl.360safe.com/recovery/RansomRecovery.exe 

 

 

̔ ᴆ ⌠ ̆ ᴆ ⌠ U ꜚ

ҬȂ 

 

 ̧ ΐ 

╠ Ԋᴆ 3̆60ᴑҙ ῃҒ ԅȇ ľ ӊ Ŀ

₯ Ύ̂  WannaCrỹ Ȉ̆ῒҬ ԅ ᵬ

360 ᶫ ≢ ΐȂ ⌠ Ҋ Ҋ ̔ 

http://zt.360.cn/1101061855.php?dtid=1101062514&did=490458365 

http://dl.360safe.com/recovery/RansomRecovery.exe
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̆360ᴑҙ ῃ ᶫԅ ᾧ ΐ̆ ҉ ץ ̆

Ҍᴪ Ȃľ ӊ Ŀּי ᾧ ΐ 1.0.0.1020 ̔ 

1. ⱴ− WannaCry Ⱶ ⱳ ̕ 

2. ⱴ UIWIX ᾧ ̕ 

3. ⱴꜝ  

ᾧ ΐҊ ̔http://b.360.cn/other/onionwormimmune 

̆360ᴑҙ ῃ ԅѿ יּ ḱ ΐ̆ ḱ

ΐ ᾧ ȁSMB Ⱶ῏ Ҋ MS17- 010 ҍḱ ԍѿᵣȂ

Ҋѿ ḱ MS17- 010 ̆ יּ‗ ≠

MS17-010 ῃ Ȃ 

ΐ ԅѿ ̆ ̔  

1. ‗ ῏ lanmanserver № 445 ῏ ̕ 

2. ‗ server 2008 r2 ∞ ̕ 

3. ‗ Ҁḱ ҉ԅ ̕ 

4. ‗ѿ֓ bug 

server2003 sp2ȁserver 2008 x86 sp2ȁserver 2008 R2 X64 sp1ȁ

server2012ȁserver2012 r2 ₃ҩ Ȃ Һ ‗ά

ΐ ѿ ӊ ̆ ׅ ᴪ₮ έ ҩ ȂҊ ̔ 

http://b.360.cn/other/onionwormfix  

http://b.360.cn/other/onionwormfix
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360ᴑҙ ῃ ѿף ̂NSG3000/5000/7000/9000 ↓̃ Ҋѿף

̂NSG3500/5500/7500/9500 ↓̃֟ ↓̆ IPS

≢ ԅ ≢̆ IPS

≢ ľ20170513Ŀ Ȃ ғ̆ ╠ ᴰ ̆

ץ Ҭҳ DNS ̆ᶏ ╠ ꜚ ₮Ȃ 

360 ҉ ҹ ICG֟ ↓ ̆ ԅ

≢̆ 232 ׆̆

ᴰ ₯Ȃ 

2.4   

ҙⱵ ᴍ̆ ҙⱵ Ἕ̆

└ᵬ Ȃ 






